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[root@cloud ~]# nmap 67.229.128.67 --scanflags SYN,FIN -p 3399

Starting Nmap 5.51 ( http://nmap.org ) at 2014-06-03 17:44 (ST
Nmap scan report for 67.229.128.67

Host 1s up (0.16s latency).

PORT STATE SERVICE

3399/tcp open sapeps

Nmap done: 1 IP address (1 host up) scanned in 1.60 seconds
[root@cloud ~]# I

| root@cloud ~]# nmap 101.78.230.76 --scanflags SYN,FIN -p 80

Starting Nmap 5.51 ( http://nmap.org ) at 2014-06-03 17:43 CST
Nmap scan report for 101.78.230.76

Host 1s up.

PORT STATE SERVICE

80/tcp filtered http

Nmap done: 1 IP address (1 host up) scanned 1n 2.35 seconds
[root@cloud ~]# |

FI RN 1%

[root@cloud ~]# tcpdump -1 seth® host 67.229.128.67 and port 3399 -nn

tcpdump: verbose output suppressed, use -v or -vv for full protocol dec

ode

Llistening on seth@®, link-type EN1OMB (Ethernet), capture size 65535 byt
es

17:44:43.849769 IP 101.78.230.76.62034 > 67.229.128.67.3399: Flags [FS]
, Seq 3794892674, win 4096, options [mss 1460], length 0

17:44:44 038355 IP 67.229.128.67.3399 > 101.78.230.76.62034: Flags [S.]
, seq 2179667586, ack 3794892675, win 16384, options [mss 1460], length
)

17:44:44 038386 IP 101.78.230.76.62034 > 67.229.128.67.3399: Flags [R],

seq 3794892675, win 9, length ©
]

| root@cloud ~|# tcpdump -1 Lo host 101.78.230.76 and port 890 -nn
tcpdump: verbose output suppressed, use -v or -vv for full protocol dec
ode

listening on lo, link-type EN1OMB (Ethernet), capture size 65535 bytes
17:43:22.460898 IP 101.78.230.76.37201 > 101.78.230.76.80: Flags [FS],
seq 342802321, win 1024, options [mss 1460], length O

17:43:23.462404 1P 101.78.230.76.37202 > 101.78.230.76.80: Flags [FS],
seq 342867856, win 3072, options [mss 1460], length O
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a Authentication Bypass on Icinga monitoring server
® Shopify * by finite « $3,000
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